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1.
? a) Describe the following website vulnerabilities.
1) SQL injection (2 Marks)
i1) Cross-site Scripting (2 Marks)
ii1) Cross-site request forgery (2 Marks)

b) Outline four security focused configuration management activities.

(4 Marks)
¢) Distinguish between the following
1) A bug and vulnerability. (2 Marks)
i1) Concatenate function and Truncate function. (2 Marks)

d) Explain how a security expert can determine an efficient utilization of

cryptography in web applications. (2 Marks)
e) Define the following terms
1) Least functionality (2 Marks)
i1) Baseline configuration (2 Marks)
i11) State data (2 Marks)
iv) Hard coding (2 Marks)
f) Describe the roles of a configuration control board. (2 Marks)
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g)

List four ways in which software security flaws can be introduced during the

software development life cycle. (4 Marks)
Q2.
a) Discuss five secure coding practices. (15 Marks)
b) Discuss the implementation of database security. (5 Marks)
Q3.
a) Discuss the four parts of a configuration management plan. (8 Marks)
b) Describe the approach taken by a development team and that taken by an attacker in
regards to a web application. (6 Marks)
c) Describe six impacts of a successful software vulnerability exploitation.
(6 Marks)
Q4.
a) Discuss four HTTP methods that have the potential to cause the exploitation of a web
application. (8 Marks)
b) Discuss the following security concepts
1) Component inventory (3 Marks)
i1) Configuration management plan (3 Marks)
c) Discuss the three main goals of software security. (6 Marks)
Q5.
a) Discuss the phases of a security focused configuration management. (8 Marks)
b) Long authenticated session can present a vulnerability to a web application. Discuss
how this is true and the recommended measures of avoiding such cases.(6 Marks)
¢) Outline six general coding practices. (6 Marks)
*END*
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